NMAMATKA 5
anAa obyyvyAwwmnxcqa oo UH®OPMALIMOHHOU BE3OMNACHOCTHU

1. Bcem moapsin cooOuiaTh CBOI YAaCTHYIO HH(POPMAIUIO (HACTOSIIIHE UM,
damunuto, TenedoH, aapec, HoOMEp IIKOJIbI, a Takke GoTorpapuu CBOU, CBOEH CEMbH

U JIpy3eil);

2. OTKpbIBaTh BJIOKEHHBIE (albl 3JIEKTPOHHOM MOYTHI, KOTJa HE 3Haellb
OTIIPABUTEIIS,

3. I'pyOuTh, npuanpathCcs, OKa3blBaTh JIABJICHUE - BECTU CE0sl HEBEXKJIMBO U
arpeCcCHUBHO;

4. He pacniopsikaiicst iIeHbIraMU TBOEHM ceMbHU 0€3 pa3pellieHus CTapIInX - BCEria
CIIpaIlIMBAN POIUTETIEH;

5. He BcTpeuaricst ¢ UTHTEpHET-3HAKOMBIMHU B P€aIbHOM KU3HHU - IIOCOBETYMCS CO
B3pPOCJIBIM, KOTOPOMY JOBEPSCIIIb.

OCTOPOXKHO

1. He Bce mumyT npaBay. Yuraems o cedbe HenpaBay B MHTepHeTe - coobum 00
ATOM CBOUM POJIUTEIISM;

2. [lpurnamarT nepenuchiBaThCsl, UrpaTh, OOMEHUBATLCS - MPOBEPH, HET JIU
MOJIBOXA;

3. He3zakonHoe konupoBanue ¢aiisioB B UHTEpHETE - BOPOBCTBO;
4. Bceraa pacckasbiBail B3pOCibIM O TPoOJieMax B CETH - OHU BCETJa TOMOTYT;

5. Ucnonb3yil HacTpoilku 0€30MacCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOU aKKayHTBI B COLICETSIX U IPYIUX NOPTAIAX.

MOXHO
1. YBaxau Ipyrux mnojab30BaTeseu;
2. Ilonb3yembess THTEpHET-UCTOYHUKOM - JIEJIAl CCHUIKY Ha HETO;
3. OTKpBIBa TOJBKO TE CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmarthcsi 32 MOMOUIBIO B3POCIBIM — POAUTEIN U aJIMUHUCTPALIUS CAWTOB
BCET/Ia IOMOTYT;

5. Ilpoiiau oOyuenue Ha caifte "CeTeBHYOK'" M MONyYHd MacnopT HU(pPOBOTO
rpaxaaHuHa!



MHOOPMALIMOHHASA NMAMATKA
AnA ObYYAKLWUXCA

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHCTC CTAHOBUTLCA 6OJIBI_HC, a MIKOJIbHUKW OOHHU U3 CaMbIX aKTHUBHBIX
nojb3oBaTenei Pynera. Mexay TeM, MOMHMO OTPOMHOIO KOJHYECTBA BO3MOXKHOCTEH, MHTEPHET HECeT U
poOsIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe Oe30IMacHO HAXOAUTHCS B CETH.

Komnbrorepubie BUpychbl

KomnbroTepHblit BUPYC - 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX MIPOrPaMM, OTIUYUTEIIEHOW OCOOCHHOCTHIO
KOTOPOH SIBJIETCSI CIIOCOOHOCTh K Pa3sMHOXKEHHUIO. B JlomosnHeHne K 3ToMy, BUPYCBI MOTYT MOBPEIUThH MU
MOJTHOCTHIO YHUYTOXKUTH Bce (aillibl M TaHHBIE, TTOAKOHTPOJIBHBIE MOJIB30BATEII0, OT UMEHH KOTOPOTro ObLia
3allyllleHa 3apaKeHHas IIPOrpaMMa, a TAaK)Ke IOBPEIUTH WIN JJaXKEe YHUUYTOXKHUTH OINECPALMOHHYIO CHCTEMY CO
BcemH (paiiimamu B 11es1oM. B OOJIBIIMHCTBE CIy4aeB paclpoCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MCTOI[BI 3alIUTHI OT BPCAOHOCHLIX ITPOTrpaMMm:

1. Wcnonp3yil COBpEMEHHBIE OINEPALMOHHBIE CHUCTEMBl, UMEIOLINE CEPbE3HbII YPOBEHb 3aLIUTHI OT
BPEOHOCHBIX IIPOIPAMM;

2. IoctosiHHO ycTaHaBNIHMBal mMayTH (UM(POBBIC 3AIUIATKH, KOTOPhIE aBTOMAaTUYECKH yCTAaHABIUBAIOTCS C
LEeNbI0 T0pab0TKK MPOTrpaMMBbl) U Apyrrue OOHOBJICHUS CBOCH OIepaluoHHON cucTeMbl. CKaunBail MX TOJBKO C
ounmansHoro caiita paspadorunka OC. Eciu cymecTByeT pexuM aBTOMaTHYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MO IIPaBaMHU MOJIb30BaTENS, a HE aIMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX IIPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Vicrionb3yil aHTUBUPYCHBIE IPOTPAMMHBIC MPOYKThI U3BECTHBIX MPOU3BOAMTENCH, C aBTOMATHUYCCKUM
0OHOBIIEHHEM 0a3;

5. Orpanunub pU3NUECKHii JOCTYI K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Vicnionp3yit BHEIIIHME HOCUTENN UH(OPMAIMH, TaKue KaK (uIeliKa, TUCK WK Qaii u3 UHTEepHEeTa, TOJIBKO
13 NIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (ailsbl, MOJyYEHHbIE U3 HEHAJIEKHBIX MCTOYHUKOB. [laxxke Te (aimbl,
KOTOpBI€ MpHCIai TBOM 3HaKOMBIN. JIydllle yTOUHU y HEro, OTIIPABIISUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 310 He BUJ nepefayy JaHHBIX, HE TEXHOJIOTHS, a BCETro JUIb Opena, mapka. Emie B 1991 roay
HUJIepIaH/cKas KommaHus 3apeructpuposana opena "WECA", uto obo3navano cinoBocoderanue "Wireless
Fidelity", koTopslii nepeBoauTCS Kak "GecnpoBoiHAst TOUHOCTD'.

Jlo Hamiero BpemMeHM joluia apyras abOpeBHaTypa, KOTOpas SBISETCS TaKkoW e TeXHOJorue. 1o
abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBbIIO TaHO C HAMEKOM Ha CTaHIApT BhICIIEH 3ByKoBOM Texuuku Hi-Fi,
YTO B IIEPEBOJIE O3HAYAET '"'BBICOKAs TOYHOCTH'.

Jla, OGecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTENIIX M a’ponopTax SBJISETCS OTIWIHOW BO3MOKHOCTHIO
BbIXOZla B WHTepHET. HOo MHOTHWE SKCHepThl CUMTAIOT, 4To obmenoctynHeie Wi-Fi cetm He sBIsiroTCS
0€30MaCHBIMHU.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00IIeI0CTYIHBIX ceTsix Wi-fi:

1. He mepemaBait cBoro nmunHyto umHpopmaruio yepe3 obmenoctynubie Wi-Fi cetn. Pabortas B HuX,
KEJIATCJIbHO HEC BBOJUTH MMApPOJIN JOCTYIIA, TOTMHBI U KAKUC-TO HOMEPA,

2. Ucnonb3yit 1 OOHOBIISAH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. TeM caMbIM Thl 00e30macHIllb cedst



OT 3aKa4yK¥ BHpYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonp3zoBannu Wi-Fi otkmoun dyaknuo "OO0muid gqoctyn kK Qaitmam u npuntepam”. JlanHas
(GyHKIUS 3aKppiTa 1O YMOJYaHUIO, OJHAKO HEKOTOpBIC TIOJNH30BATENIM AKTHUBHPYIOT €€ Ul ymoOcTBa
UCIIOJIb30BaHUs B paboTe uinu yuebe;

4. He ucnione3yit myonuunbiii WI-FI muia nepenaun TMYHBIX JaHHBIX, HATIPUMED JUIS BBIXOZA B COLIMAIIBHBIC
CETH MJIU B DJICKTPOHHYIO IOYTY;

5. WUcnonp3yii Tonbko 3amuiienHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. mpu HaGope BeO-aapeca
BBOJM uMeHHO "https://";

6. B moOmibHOM Tenedone otkimoun Gynknuro "Tlogkmouenne k Wi-Fi aBromarnuecku". He momyckaii
ABTOMATHYECKOT'O TIOJIKITFOUEHUS yCTporicTBa K ceTsim Wi-Fi 6e3 TBoero coriacwsi.

CounajnHble ceTH

ConuanbHble CeTH aKTUBHO BXOJIAT B HAIIY )KM3Hb, MHOTHE JIFOJIU PAa0OTAIOT U KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MHJUIHAP]] YEJIOBEK, YTO SBJISETCS OJHOW CEIBbMOW BCEX JKUTENCH TUIAHETHI.
MHorue noap30BaTeNy HE MOHUMAIOT, 4TO HHPOpMAIIHs, pa3MEelIeHHAst UMU B COLIMANIBHBIX CETSIX, MOXKET ObITh
HaiiieHa U UCTIOIb30BaHa KEM YTOJIHO, B TOM YHMCIIEe HE 00s3aTEeNIbHO C OIariMHU HaMEPEHHUSIMU.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH B COLMAJILHBIX CETIX:
1. Orpanuyb crucok Apy3ei. Y TeOs B IpYy3bsiX HE TOJDKHO OBITh CIYYailHBIX U HE3HAKOMBIX JIFOJCH;

2. 3amumiaii cBOIO YacTHYIO *HU3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POXKACHUS U
APYTYIO JINYHYIO UH(OpMAIHIO. 370yMBIIUIEHHUKHA MOTYT MCIIOJB30BaTh JaXe HHPOPMAIIUIO O TOM, KaK Thl U
TBOU POJUTEIN IUIAHUPYETE IIPOBECTH KAHUKYIIBI;

3. 3amuinaii CBOIO penyTaluIo - Iep>KH €€ B YUCTOTE U 3a/1aBaii cebe BOMPOC: XOTel Obl Thl, YTOOBI ApyTHe
MOJIb30BAaTEIN BUAENHU, YTO Thl 3arpyxkaemib? [logymail, mpexae ueM 4YTO-TO ONMyOJIMKOBaTh, HAMUCaTh U
3arpy3uTh;

4. Ecnu TBI TOBOpUUIbL C JIIOJBMH, KOTOPBIX HE 3HaEllb, HE WUCIIOJIb3YyH CBOE PEAaJbHOE UMS U JAPYTYIO
JMYHYIO0 HHPOPMALUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eOBbl U IpoYee;

5. U30erait pazmerenus ¢pororpaduii B UHTepHeTe, rae Thl n300pakeH Ha MECTHOCTH, 110 KOTOPOH MOXKHO
OIIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpanyuu B COUUAIBHON CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIE MAPOJIM, COCTOSALINE W3
OykB U1 LU(Dp U C KOJTUUECTBOM 3HAKOB HE MEHEE §;

7. JInst couManbHOM CeTH, MOYTHI U IPYTUX CallTOB HEOOXO0IMMO UCIIOIb30BaTh pa3Hble mapou. Toraa eciu
TeOsI B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE cpasy.

JIEKTPOHHBIE JeHbI U

9HCKTpOHHBIC JCHBI' - 3TO OYCHb yI[OGHBIﬁ CII0c00 HJlaTC)I(eI;'I, OOHAaKO CYHMICCTBYKOT MOIIICHHHWKH,
KOTOPBIC XOTAT MOJYYNUTH OTU ACHBI'N.

BHeKTpOHHBIe JCHBI'Y ITOABUIIUCH COBCEM HCJIABHO U UMCHHO M3-3a 3TOT'O BO MHOTUX IOCYJapCTBAX 40 CUX
IOp HC MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHUM QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJ€ UX Pa3AelisiioT Ha HECKOIBKO
BUJIOB - aHOHUMHbBIC W HE aHOHHMHbBIC. Pa3HHIIA B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcs
MPOBOANTH omepanuu 6e3 MAeHTU(UKAIUY TO0Ih30BaTeNsl, a B HEAHOHUMHBIX WICHTU(UKAIMS TOIH30BATEIS
SIBIIsIETCS 00s13aTENLHOIA.

Takxe crenyeT pa3auyarh JJIEKTPOHHbIE (HUATHbIE NEHBI'M (pPaBHBI TOCYAApCTBEHHBIM BajlOTaM) U
ANIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).



OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C ITEKTPOHHBIMU JC€HbIaAMU:

1. ITpuBsiKH K c4ETY MOOMIIBHBIN TenedoH. ITO caMblil yI0OHBIH U OBICTPBIN CITOCOO BOCCTAHOBUTH IOCTYII
K cuety. [IpuBs3anHbIil TenedoH MOMOXKET, €Clu 3a0yIelTb CBOM IUIATEKHBIN MapoJib WU 3ai/IelIh Ha CalT C
HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit ogHOpa3oBsie apond. [locne mepexona Ha YCHIICHHYIO aBTOPU3ANUIO TeOe yxke He Oynmer
YTPOKaTh OMACHOCTb KPAXKU HIIM NIepexBaTa IUIaTEKHOTO MapoJis;

3. Bribepu cioxHbIi napodib. [IpectymHukam OyneT HE MPOCTO Yraaarh CIOXKHBIN maposib. HagexHbie
MIAPOJIH - 3TO APOJIH, KOTOPBIEC COACPKAT HE MEHEE 8 3HAKOB U BKITFOUAIOT B €051 CTPOYHBIE U ITPOIMUCHBIC OYKBHI,
uu@psl 1 HECKOJIBKO CUMBOJIOB, TaKHE KakK 3HAaK J0jiapa, (hyHTa, BOCKIMIATENbHbIN 3HaK U T.1. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CaliTaX, KOTOPBIM HE JIOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAs TMOYTa - 3TO TEXHOJOTUSI M MPEIOCTaBISIEMbIE €0 YCIYTHM MO MEPEChUIKE U MOTYyUYECHUIO
ANEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACHIPEEISIFOTCS B KOMIBIOTEPHOI ceTH. OOBIYHO 31EKTPOHHBIN MTOYTOBBIMA
SIIUK BBITIISIUT CICIYIONIMM 0Opa3oM: MMs_IOJIb30BaTesi(@UMs_JoMeHa. Takke KpoMe Mepeayd MPOoCTOro
TEKCTa, UMEETCS BO3MOXKHOCTD NepeaBaTh (aibl.

OcHoBHBIE COBETHI 110 6€30MacHOI paboTe C IMEKTPOHHOM MOUTOM:

1. Hago BBIOpaTh mpaBUiIbHBINA [OYTOBBIM cepBUC. B MHTEpHETE €CcTh OrpOMHBIN BHIOOp OECIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSITh TEM, KOT'O 3HACllIb U KTO MEPBbIl B pEUTHHTE;

2. He ykaspBali B JsM4HOM modre JuuyHylo wuHpopmauumio. Hampumep, my4me BbIOpaTh
"My3bIKaIbHBIN _(haHaT@" nimm "pok2013" BMecTo "Temal3";

3. Hcnonp3yil JBYyX3TamHyl0 aBTOpU3alMIO. OJTO KOrja IOMUMO Haposisi HY)KHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;

4. Bo10Oepu CII0KHBIN apoJib. s KaXK10To TOYTOBOTO SIIIIUKA JJOJKEH ObITh CBOM HAJIEKHBIHN, yCTONYNBBII
K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOKHOCTh HAIlUCATh CcaMOMy CBOM JIMYHBII BOIIPOC, PICHOJ'IB3y1>i 9TY BO3MOXKHOCTD,

6. I/ICHOJ'IB3YI71 HCCKOJIBKO IMOYTOBBIX AITWKOB. HepBBIfI JIJIS. YaCTHOU MEpCrCKU C aApecaTaMi, KOTOPbIM
ThI JOBEPACIIDb. 9T0 BHCKTPOHHBIﬁ apeC HEC HAaJ0 UCIIOJIb30BATh IIPpU PECTUCTPALIUU HA (I)Op}IMaX u caﬁTax;

7. He oTkpbIBail hailinbl v Ipyrue BIOKEHUs B MUCbMaxX, Aa)ke €CJIM OHU MPUIILIK OT TBOMX Jpy3eil. Jlyure
YTOYHH Y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl;

8. I[Tocie okoHYaHust pabOTHI HAa TOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKIIAJIKH C CAUTOM He 3a0y/Ib HAXKaTh
Ha "Beriit".

Ku0epOy IMHT MM BUPTYAJIBbHOE H3/1€BATEIbCTBO

KI/I6ep6y.]'IJ'II/IH1" - IpeciicI0OBaHNC COOGIJ_IGHI/IHMI/I, COACpKaIIuMU OCKOp6J’ICHI/IH, arpeCCHuro, 3allyruBaHUC,
XYJIUTaHCTBO, COIUAJIBHOC 60ﬁKOTHpOBaHHe C MOMOMIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHoBHbIE COBETHI 110 O0pHOE ¢ KNOEPOYTUHIOM:

1. He 6pocaiics B 60#. JIyumuii crioco6: mocoBeToBaThbes Kak ceOsi BECTU H, €CIIM HET TOT0, K KOMY MOXKHO
o0paTuThcs, TO BHaYasle yCIIOKOUThCA. Eciu Thl HAUHEIb 0TBeYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO
erie OOJIbIIE PA30ATKEIIb KOH(IIUKT;

2. Yrpasinsii cBoel Kubeppenyraruei;



3. AHOHUMHOCTG B CETH MHHUMAS. CYH_IGCTBYIOT CITIOCOOBI BBISICHUTB, KTO CTOMUT 34 aHOHMUMHBIM aKKayYHTOM;,

4. He cTouT BeCTH XYJIMTaHCKUH 00pa3 BUPTyabHOW KU3HU. THTEpHET (DUKCUPYET BCE TBOM JACUCTBUSA U
COXpaHseT UX. Y IamuTh UX OyIeT KpaitHe 3aTPyIHUTEILHO;

5. Co0Omroiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. UrHopupyii eauHuuHblii HeratuB. OAHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIydllle UTHOPUPOBATH.
OOBIYHO arpeccusi MpeKpaIIaeTcss Ha HAYaIbHON CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHHUSIMHU, B COILMAJIBHBIX CETSAX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIEHHI C ONPEIeICHHBIX aPECOB;

8. Ecniu TBI cBUAeTens kubepOyimmHra. TBoM NEHCTBUS: BBICTYIHUTH MPOTHB MPECIICI0BATENs, TTOKa3aTh
€My, 4TO €ro JECWCTBUS OLEHUBAIOTCS HETaTUBHO, MOJAEPKATh JKEPTBY, KOTOPOH HYKHA ICUXOJOTHYECKAst
MIOMOIIb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO MOBEJCHUS B CETH.

MooOnabHbli Teaedon

CoBpeMeHHBIE CMapT(OHBI U IJIAHIIETHI COAEPIKAT B ceO€ BIIOJIHE B3POCIBIi (DYHKIIMOHAT, ¥ TETIEPb OHU
MOTYT KOHKYpUPOBaTb CO CTAallMOHAPHBIMM KOMIIbtoTepaMu. OJHAKO, CPEACTB 3aIIUThHl A MOJOOHBIX
YCTPOMCTB II0Ka OYEHb Majio. TeCTUpOBaHUE U NIOUCK YSI3BUMOCTEHW B HUX IIPOMCXOJUT HE TAK HUHTEHCUBHO, KAK
s 11K, To ke camoe kacaeTcs 1 MOOUIIbHBIX MPUIOKEHUH.

CoBpemMeHHbIE MOOWIIBHBIE Opay3epbl YK€ NpPaKTUYEeCKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OIHAKO
pacmmpenue (yHKIIMOHAJIA BIICYET 32 CO00I OOBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTD.

I[aﬂeKO HC BCC MNPOU3BOAUTECIIN BBIITYCKAKOT 06HOBJICHI/I$I, 3aKPBIBAIOIIUC KPUTUUYCCKHUE YA3BUMOCTU JIA
CBOHX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOMIIBHOTO TCJ'IC(bOHaI

Huuero He siBnsieTcst mo-HacTosieMy OecIUlaTHBIM. Byab OcTOpoXeH, Be[b Korjaa Tede MmpejiararoT
OecraTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHE-TO IUIaTHBIE YCIYTH;

Hymaii, mpexnae yem otnpaBuTh SMS, ¢poTo mnm Buaeo. Tol TOYHO 3HaEIIb, T7Ie OHU OyayT B KOHEYHOM
urore?

Heo6xoamuMo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnone3yit aHTUBHPYCHBIE IPOTPAMMBI AJ11 MOOUTTBHBIX TeNe(OHOB;

He 3arpyxaii mpuiaoxeHus OT HEU3BECTHOTO HCTOYHHMKA, BEIb OHM MOTYT COJEpXaTb BPEIOHOCHOE
MIPOrpaMMHOE 0O€ecTIeueHueE;

[Tocne Toro kak ThI BBIMICUIH C CaiiTa, I BBOAMI JUYHYIO HH(GOPMAIIHIO, 3aliI1 B HACTPOUKHU Opay3epa u
ynanu cookies;

[leproauuecku npoBepsid, KakKe IIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBoif HOMep MOOMIBHOTO Tele(OHA TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JTOBEPSECIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Tl UM He NoJib3yelibes. He 3a0biBaii nHOT1a TPOBEPATH ITO.
Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPacOuHbIe, 3aXBaThIBAIOIIME PA3BICUEHUs, OOBEAUHSIONINE COTHU
TBHICSIY YE€JIOBEK M0 BceMy MuUpy. Urpoku vcciaenyroT NaHHbIM UM MUp, OOIIAOTCs APYT C APYTOM, BBIIOIHSIOT
3aJlaHus, CPAKAIOTCA C MOHCTPAMHM M TOJY4arOT ONBIT. 3a YJOBOJBCTBHE OHM IUIATAT: IMOKYNAIOT JHCK,
OIJIAYMBAIOT A0OHEMEHT WJIM PUOOPETAIOT KaKUe-TO OMIIHH.



Bce stm cpenctBa uayT Ha MoOAAep)KaHME M Pa3BUTHE MIPHI, a TakXkKe Ha camy O€30IacHOCTS:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALINH, BBITYCKAIOTCSI HOBBIE TAaTYM (LU(POBBIE 3aIUIATKU JJIS IPOTPaMM),
3aKpPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIpax CTOUT OIIaCaThbCA HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu TBOCTO IIapoJid, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpHU3allun OO/IBIINHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciu apyroit urpok BeneT cedsi IIIOXO UM CO3AaeT TeOe HEeNPUSTHOCTH, 3a0JIOKUPYH €ro B CIUCKE
WUTPOKOB;

2. [oxanyiics aAMUHUCTpPATOpPaM HUIPhl HA TUIOXO€ MOBEIACHUE 3TOr0 UIPOKA, KEJIATEIbHO MPUIIOKUTD
KaKHe-TO 1I0Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3wiBaii tnunyro uHdopmalyio B npodaiisie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeO(UITHAIBHBIE TATYN U MOJIBI;

6. Mcnonp3yil ciokHbIE U pa3HbIe MapOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKIOYATh aHTHBHUPYC. [10Ka ThI Wrpaelib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT 1IN Kpaka JUIHbIX JaHHbIX

OObIYHOMN Kpa)ell JIeHer U JIOKYMEHTOB CErofHs y»€ HUKOI'O HEe yIUBUIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIEHHUKY NI€PEMECTHIIUCh B UHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS "TFOOUMBIM" 1EJI0M.

Tak nosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIHMHT, TJIaBHAS 1e]Ib KOTOPOTO COCTOUT
B TIOJYyYEHUH KOH(DHUICHIMAIBHBIX NaHHBIX IOJH30BATENICH - JIOTHHOB M maposei. Ha aHTIHMHCKOM sI3bIKE
phishing ynTaercs kak ¢purmsr (ot fishing - peidnas noBins, password - mapoib).

OcHOBHBIE COBETHI IO 60pbOE ¢ (HUITMHTOM:

1. Cnieu 3a cBouM akkayHToM. Eciu ThI o103peBaetib, 4To TBOSI aHKETa ObliIa B3JIOMaHa, TO HE00X0IUMO
3a0JI0KHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30IacHbIC Be6'C8.I>’ITBI, B TOM YHUCJIC, MTHTCPHCT-MAlra3uHOB U ITIOUCKOBBIX CUCTCM;

3. I/ICHOJ'IB3YI71 CJIOKHBIC U PA3HBIC ITapOJIN. Takum 06pa30M, eciau Teos B3JIOMAKOT, TO 3JIOYMBIIIJIICHHUKHA
nmoJrydaT 4OCTYII TOJIBKO K OTHOMY TBOEMY HpO(I)I/IJ'IIO B CE€TH, a4 HE KO BCEM,

4. Ecnu Te0st B3TOMAIH, TO HEOOXOAUMO MPEIYPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE I00aBIEHBI Y T€Os
B JPY3bsiX, O TOM, YTO T€OS B3JIOMaJIM U, BO3MOXXHO, OT TBOETO UMEHU Oy/eT pacchUIaThCs CIlaM U CCBHUIKU Ha
(UIMHTOBBIE CANTHI;

5. Ycranosu HanexHsbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe Mmaposisi B Opaysepe;

7. He oTkpbIBail (ailsibl U Apyrue BIOKEHUS B MUCbMaXx, J1aXKe €CJIM OHU MPUILUIH OT TBOMX Apy3eil. Jlyuiie
YTOUHU Y HUX, OTIPABIISIIN JTU OHU Tebe 3TH (ailibl.

Hudposas penyrauus

Hudpoas penyranmmss - 5TO HEraTWBHAs WM IO3WTHUBHas uHpopMmanus B CceTH O Tebe.



Komnpomerupyromas nHpopMmaiys, pa3MelleHHas B UHTEPHETE, MOXKET CEpPbEe3HBIM 00pa30M OTpa3uUThCs Ha
TBOEH peanbHOH xu3Hu. "Ludposas penyranus” - 3To TBOM UMUK, KOTOPBIH (hopMUpyeTcst U3 HHPOPMALIUU O
TeOe B MHTEpHETE.

TBoe mecTo KUTCJIBCTBA, y‘le6BI, TBOC (bl/IHaHCOBOG ITOJIOKCHUC, 0COOEHHOCTH XapakTe€pa U pacCKasbl O
OJIM3KMUX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHorue noJpoCTKU JIETKOMBICIIEHHO OTHOCSITCS K MyOJNuKauuu Ju4HOM mHpopmauuu B MHTEepHETE, HE
MMOHUMAsi BO3MOXHBIX TIOCIeNCTBUN. ThI Jake HE CMOXKEIIh I0TaaThCsl O TOM, uTo poTorpadusi, pasMenieHHas
5 net Ha3aj, cTajia MPUYMHON O0TKa3a MPUHATH TeOs Ha paboTy.

Kommenrtapuu, pazmenienne TBoux (ororpaduii u npyrue neicTBUS MOTYT HE HCYE3HYTh JaXe IOCIe
TOTO, KaK Thl WX yJdanuiib. Thl HE 3HaelIb, KTO COXPaHWJ 3Ty MH(OPMAIUIO, IOMajia JIM OHA B TIOMCKOBBIE
CHCTEMBI U COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO IMOAYMAIOT O TeOe OKpPY’KaroIlue JIOAU, KOTOpble HalIyT U
yBUIAT 3T0. HaliTu nH(pOpManmio MHOTO JIET CIYCTSI CMOXKET JIFOOOH - Kak U3 JOOPBIX MOOYKICHHI, TaK U C
HaMepeHHEM NPUYUHHUTH BPeI. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI T10 3alTUTE IU(POBOM peryTaIuu:
1. [Tonymaii, mpeske 4eM 4To-TO MyOIMKOBATh U NepeaBaTh y ceds B 0J10re WK B COLIUAIBHOU CETH;

2. B Hacrpoiikax npouisi YCTAaHOBH OTPAaHUYCHHUS HA MIPOCMOTP TBOETO MPOMHIISL U €ro COASPIKUMOTO,
cZelail ero TOJNbKO "1 Apy3en';

3. He pasmemaii u He yka3biBail HHPOpPMAIUIO, KOTOPast MOXKET KOro-1100 OCKOPOIATh HIIM OOMXKATh.
ABTOpCKOE TPaBo

CoBpeMeHHbIE IIKOJIbHUKU - AKTUBHBIE MOJIb30BaTeNN HU(PPOBOro npocrpaHcTBa. OHAKO aleKo HEe Bce
3HAIOT, YTO IMOJb30BAHWE MHOTUMH BO3MOXHOCTSIMH HH(pOBOro Mupa TpeOyeT coOdroJeHus IMpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMmuH "HHTENIEKTyanbHass COOCTBEHHOCTh" OTHOCUTCS K PAa3JIMYHBIM TBOPEHHSIM YEJIOBEYECKOIO yMa,
HA4MHasi C HOBBIX M300PETEHMI U 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha POAYKTHI U YCIIYTH, U 3aKaHYUBast
KHUramu, GororpagusimMu, KHHOQUIbMaMHU U My3bIKaJIbHBIMU TPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IPOM3BEACHUS HAYKH,
JUTEpaTyppl M  MCKycCcTBAa. ABTOpCKHME IpaBa BBICTYNAWOT B  KayecTBE TrapaHTHMM TOrO, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPy aBTOpa HE OYyJEeT HalpacHbIM, JacT €My CIpPaBeIIMBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3yabTaTax CBOETO TPy/aa, HOJYyYUTh U3BECTHOCTH U pu3HaHue. HukTo 6e3 pasperieHus aBropa
HE MOXXET BOCIPOU3BOJUTH €ro MPOU3BEINCHHUE, PAaCHpPOCTPaHsTh, IMYOJUYHO JEMOHCTPUPOBATH, MPOJABaTh,
UMIIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIUYHO UCHOIHATD, OKA3bIBATH/UCHIOIHATh B A(HUpe WIKM pa3MellaTh B
NHrepHere.

Hcnonws3oBanue "mupaTckoro" MporpaMMHOIO OOECIICUECHUS] MOXKET MPUBECTH K MHOTUM PHCKaM: OT
MOTEPU JAaHHBIX K TBOUM aKKayHTaM 0 OJIOKUPOBKM TBOETO YCTPOMCTBA, TNi€ yCTAHOBJICHA HeEJeralbHas
nporpamMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE M O€CIUIaTHBIE MPOTPAMMBI, KOTOPHIE
MOHO HAWTH B CETH.

O noprane
CereBnuoK.p - TBOIl TIIaBHBIM COBETYMK B CETH. 3JieCh Thl MOJKEIIb y3HaThb O O€30MaCHOCTU B CETH

IMOHATHBIM W AOCTYIIHBIM A3BIKOM, a ITPH BO3HUKHOBCHUU KpI/ITPI‘—IeCKOﬁ CUTyallun O6paTI/ITI)C$I 3a COBETOM. A
TAKIKC MPUHATH Y4aCTUC B KOHKYPCaxX U CTaTb CaMbIM I_[I/I(prBBIM I‘pa)KI[aHI/IHOM!



